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PROJECT NARRATIVE

INTRODUCTION

One of the mathematical problems with a major importance is that of finding solutions to systems
of polynomial equations of the form
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The security of many of the new cryptosystems relies on the difficulty of solving a system of poly-
nomial equations. Thus, the understanding of the complexity of solving polynomial equations (the
difficulty in terms of number of computations needed for an algorithm to solve such a system of
polynomial equations), is a critical problem which has not only theoretical significance but also
serious practical implications in a world in which secure electronic communication is ubiquitous.

BACKGROUND

A number of cryptographic systems have been proposed that involve quadratic functions over a finite
field, in particular over the field Fs, the field of two elements. Their security relies in part on the
difficulty of finding solutions to systems of quadratic equations. The main types of algorithms used
to solve such systems of equations are the Grobner basis algorithm family including the Fy and Fj5
variants introduced by Faugere. In order to assess the complexity of these algorithms, the concept of
“semi-regular” systems of polynomial equations over Fy was introduced in [1, 2]. Roughly speaking,
a semi-regular system of polynomials fi(x1,...,2n),--., fm(Z1,...,@y,), is & system in which no
relations but the trivial ones, such as, fif; = f;fi or f# =0, occurs. In other words, is a system in
which the polynomials are independent of each other.

Semi-regular systems are important because experimental evidence suggests that most systems are
semi-regular and we know the complexity of solving semi-regular systems of polynomial equations
[2]. A proof that most sequences are semi-regular would prove current heuristic assumptions on
complexity.

SPECIFIC AIMS

Despite the experimental evidence that semi-regular systems are common, almost nothing was known
about the existence of semi-regular sequences of m polynomials and n variables
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except in extremely trivial situations. As part of my dissertation research, I have been working in
this problem under the supervision of Dr. Timothy Hodges, who is one of the authors of [5, 6, 7, 8.
In our research we have obtained some results about the existence of semi-regular systems. In [1, 2]
the authors conjecture that the proportion of semi-regular systems tends to one as the number of
variables tends to infinity. In [7] we prove this conjecture in the following precise sense. If h(n)
denotes the number of sets consisting of homogeneous polynomials of degree greater than or equal
to one and s(n) denotes the number of such subsets that are semi-regular then the ratio s(n)/h(n)
tends to one as the number of variables tends to infinity. This result is in a sense a statement that
semi-regular systems are common. A different formulation of the conjecture that most systems are
semi-regular is given in [2]. The authors conjecture that for any (n,m,di,...,d,,) the proportion
m(n,m,dy,...,dy,) of semi-regular systems of m equations of degrees dy,...,d,, in n variables tends
to 1 as n tends to oo. In [7] we show that this conjecture is false.
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As result of our research one paper [7] has been submitted to the Journal of Algebra which is an
important journal in mathematics, and another paper [8] is under preparation. Also, I have presented
our work in an important workshop [9], and a poster [10] will be presented at the UC Graduate
Poster Forum.

Although, our results give a better understanding of semi-regular systems, it is still needed to prove
the observed fact that “most” quadratic systems of length n in n variables are semi-regular. This is
one of the most important open problems in multivariate cryptosystems. Even the question of the
existence of quadratic semi-regular systems of length n in n variables for all n remains open. Our
main goal is to give important results in this direction.

We expect to give an answer about the existence of quadratic semi-regular systems of length n in
n variables for all n. To this purpose, we plan to make use of “generic” polynomials. Generic
polynomials are polynomials whose coefficients are independent of each other. It is expected that
this polynomials can determine the existence of the semi-regular systems. I will need to do lots
of computations for small number of variables to check the semi-regularity of systems of generic
polynomials. This computations will be handled in the computer programs MAGMA and MATHE-
MATICA. With the data collected, we will develop a theoretical model that describes the existence
of quadratic semi-regular systems of length n in n variables for all n. Having a better understanding
of this problem, we expect to deepen in the conjecture presented about whether “most” quadratic
systems are semi-regular.

The results of this work will be part of my dissertation in support for the candidature for the degree
of Doctor of Philosophy in Mathematical Sciences. Also, I expect that part of this work can be
submitted to a specialized journal of algebra and/or cryptography.
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